CONFIDENTIAL INFORMATION  - 

FIDUCIARIES AND THIRD PARTIES
Introduction
1. The aim of this paper is to consider some of the issues arising in respect of confidential information in the context of fiduciaries (Faccenda) and as a distinct cause of action (Douglas v. Hello).

2. Traditionally it has been important to distinguish between fiduciaries and non fiduciaries when considering the use and receipt of “confidential information”. Further, fiduciary duties have been kept distinct from a separate duty to respect confidential information. It has been said that a failure to acknowledge this distinction can lead to a confusion of thought, see Arklow Investments Limited v. Maclean [2000] 1 WLR 594 at 600 A‑B. Although protection of confidential information could be seen as an integral part of a fiduciary’s duties and its misuse a breach of that duty, see 598F, a distinction nonetheless has been emphasised as existing. In the Arklow case the allegation of a fiduciary relationship failed, the point was made:

“Their Lordships are unable to see an evidential basis for finding that a relationship of trust and confidence, in the sense of undertaking an obligation of loyalty, arose in the circumstances. In considering this question it is essential not to confuse the claimed duty with the separate duty to respect confidential information. The distinction does not appear to have been made sufficiently clear in the High Court and has probably led to  … conflation of the two issues”.

3. Further, in respect of a claim for breach of fiduciary duty and a claim for breach of confidence different elements have been said to arise. A claim for breach of fiduciary duty requires establishing that the Defendant was a fiduciary and in breach of his fiduciary duties. The cases show a concern to protect the fiduciary/employee as regards his future freedom post the relationship. In a claim for misuse it is necessary to prove that confidential information was received, misused and that such has caused loss. When it is established that the Defendant is a fiduciary he will need to show that he has not used confidential information. 

Background
Definition of Fiduciary

4. In Bristol and West BS v. Mothew [1998] 1 Ch 1 at 18, Millett LJ said:

“A fiduciary is someone who has undertaken to act for and on behalf of another in a particular matter in circumstances which give rise to a relationship of trust and confidence”

In Hospital Products Limited v. United States Surgical Corp [1965] LRC (Comm) 411 at 454 the following comments were made:

“The relationship between the parties is therefore one which gives the fiduciary a special opportunity to exercise the power or discretion to the detriment of that other person who is accordingly vulnerable to abuse by the fiduciary of his position … It is partly because the fiduciary’s exercise of the power or discretion can adversely affect the interests of the person to whom the duty is owed and because the latter is at the mercy of the former that the fiduciary comes under a duty to exercise his power or discretion in the interests of the person to whom it is owed”.

5. In a purely contractual relationship the basic premise is that each party is independent and entitled to look to and after their own self-interest. In a fiduciary relationship the basic premise is that the fiduciary must not use his position at the expense of the principal.

6. Certain relationships have been readily regarded as creating fiduciary duties - express trustees, directors, agents and employees. The emphasis is of course to prevent a conflict of duty and abuse/exploitation of the principal. The relationship carries a strict duty to account which is not based on fraud or lack of good faith. 

7. In Arklow - the claim that a fiduciary relationship existed failed. The Claimants had been interested in buying land for development. A banking group was approached to provide finance. Terms were proposed which were not acceptable to the Claimants. The group proceeded to broker arrangements for third parties. A sale was negotiated with the third parties. In relation to the claim of breach of fiduciary duty the Privy Council emphasised “loyalty” as the description of the duty. It was said that the concept encaptured:

“a situation where one person is in a relationship with another which gives rise to a legitimate expectation, which equity will recognise, that the fiduciary will not utilise his or her position in such a way which is adverse to the interests of the principal.”

The claim for breach of fiduciary duty failed:

“The relationship of the parties never extended beyond one created by and limited to the giving and receipt of confidential information”.

There was a reluctance to class the obligation not to misuse confidential information as a fiduciary duty, see page 600:

“Characterising the duty to respect confidential information as fiduciary does not create particular duties of loyalty, which are imposed as a result of the nature of the particular relationship and the circumstances giving rise to it. It is not the label which defines the duty”.

The claim for alleged misuse of confidential information failed on the basis that the Claimants failed to prove that such had been used.

8. Faccenda Chicken Limited v. Fowler [1987] Ch 117.

According to Faccenda, once the relationship was over, subject to a case of the deliberate acquisition of information so as to set out in business/compete, confidential information could be used unless it was “a trade secret”, it emphasised that the nature of the information itself had to be considered and stressed that it was necessary that it could be properly classed as a trade secret.

9. The arguments presented by the Claimants were rejected. Those arguments were:

“that the Judge erred in law in holding that there were two classes or categories of confidential information which an employee might acquire in the course of his service, there was only one class or category. Confidential information remained confidential even after the employee had left the employer’s service b) that the law of confidence relating to employees was merely a branch of the law of confidence, and, though the obligations of an employee were based on an implied term of the contract of service, this was immaterial because the scope of the implied term was co‑extensive with the obligations imposed by equity on a person to whom confidential information was entrusted in circumstances where no contract existed between the parties”, see page 134.

10. The Courts have regarded “trade secrets” as a far more restricted category of information than “confidential information” within class 2 of Goulding J’s definition in Faccenda, see AT Poeten (Gloucester Plating) Limited v. Horton [2000] ICR 1208 and Dranez Anstalt v. Hayek [2002] 1 BCLC 693. The Courts, have in the context of employee cases, re‑emphasised the classification in Faccenda, of trade secrets in order to bind post-cessation of relationship.

11. In the case of Dranez it was said that a claim based on breach of fiduciary duty, the Defendant was a Director, adding nothing to the claim based on a breach of confidence. It was said that:

“A Director of a company who resigns and leaves the employment of that company can be in no worse position than an employee so far as his future exploitation of skills and information acquired by him while he was a Director”.

Breach of duty not to misuse confidential information

12. A separate duty not to misuse information given in confidence clearly exists, see Seagor v. Copydex Limited [1967] 1 WLR 93. The cause of action does not depend on a fiduciary or contractual relationship.

13. A duty of confidence will arise “wherever a person receives information he knows or ought to know is fairly and reasonably to be regarded as confidential” Campbell v. MGN Limited [2004] 2 AC 457.

14. In Coco v. AN Clark [1969] RPC 41 three elements are claimed for breach of confidence were identified:

(i) that the information had to be of a “confidential nature”;

(ii) the information must have been confided by the confider to the confidant in circumstances of confidence. McGarry J expressed himself in terms of “an obligation of confidence”;

(iii) that there must be an unauthorised use to the detriment of the confider.

15. Coco was relied on by the Claimant in argument in the Faccenda case as part of the wider argument as to the width of the cause of action based on confidence but was not referred to in the judgments in the Court of Appeal.

16. Subsequently the threefold test has been significantly developed in cases concerned with confidentiality. In AG v. Guardian Newspapers Limited (No.2) [1990] 1 AC 109 it was said an obligation of confidence could arise when information had not been confided by a confider to a confidant. 

“I realise that in the vast majority of cases, in particular those concerned with trade secrets, the duty of confidence will arise from a transaction or relationship between the parties - often a contract … It is in such cases that the expressions “confider” and “confidant” are perhaps most aptly employed. But it is well settled that a duty of confidence may arise in equity independently of such cases …”.

This was described in Campbell as a development of the law of confidence “typical of the capacity of the common law to adapt itself to the needs of contemporary life … an acknowledgement of the artificiality of distinguishing between confidential information obtained through the violation of a confidential relationship and similar information obtained in some other way”, page 472. A passage from Guardian Newspapers was quoted with approval:

“a duty of confidence arises when confidential information comes to the knowledge of a person … in circumstances where he has notice, or is held to have agreed, that the information is confidential, with the effect that it would be just in all the circumstances that he should be precluded from disclosing the information to others”.

Lord Hoffmann referred to the omission of any requirement of a prior confidential relationship.

17. Douglas v. Hello [2006] QB 125

The Court of Appeal clearly laid to rest the second element of the three set out in Coco and said that such was not necessary if it was plain that the information was confidential.

18. As to “confidential” the Court of Appeal said “information will be confidential if it is available to one person (or a group of people) and not generally available to others, provided that the person (or group) who possesses the information does not intend that it should become available to others”. It also said that for the adjective “confidential” in the phrase “confidential information” one can substitute “private”. The Court of Appeal also referred to Venables v. News Group Newspapers Limited [2001] Fam 430 (injunctions to restrain disclosure of information leading to the murderers of James Bulger) and said that “A remarkable feature of this decision was that the nature of the information alone gave rise to the duty of confidence regardless of the circumstances in which the information might come to the knowledge of a person who might wish to publish it”.

19. Two Speeds
At some stage therefore it may be that Faccenda is revisited. In cases based on fiduciary duty, ie. in the broad sense of “loyalty” and “viability”, Faccenda principles prevail. In cases based on duty of confidence the emphasis is not on the relationship at all but on the information and injury which can be sustained by its misuse. The arguments advanced for the Claimants in Faccenda may well be ready for airing and a new try.

20. Miscellaneous
The following short, and entirely distinct from above, points are made in relation to confidential information.

(i) Applications to restrain the misuse/use of confidential information at an interlocutory stage are subject to Section 12(3) of the Human Rights Act 1998: it imposes a test in respect of interlocutories:

“no such relief [which might affect the exercise of the Convention right to freedom of expression] is to be granted so as to restrain publication before trial unless the Court is satisfied that the applicant is likely to establish that publication should not be allowed”.

This type of application carries its own narrative in the Whitebook paragraph 25.1.13. In broad terms, the Applicant must satisfy the Court not merely that he has a real prospect of success but that he would probably succeed at trial, Crean Holdings Limited v. Banerjee [2005] 1 AC 253. The House of Lords said that the word “likely” was not capable of a uniform application and that a test of “more likely than not” could not apply in every case eg. urgent without notice applications when there will not be time for the Judge to consider matters in sufficient detail to address such question. Therefore, whilst short term orders on a lower threshold may be granted remember the matter will eventually come back on a further and more detailed hearing. The House of Lords left open the doors of flexibility for a lower test in relevant circumstances.

(ii) Public Domain

Within the context of claims based on breach of confidence the defence of “public domain” may apply, see generally the Spycatcher case [1990] 1 AC 109 at 282:

“the principle of confidentiality only applies to information to the extent that it is confidential … once it has entered … the public domain (which means no more than that the information in question is so generally accessible that, in all the circumstances, it cannot be regarded as confidential) then, as a general rule, the principle of confidentiality can have no application to it”.

That might be thought questionable if a party is disclosing confidential information to a third party in breach of a distinct fiduciary duty, and the third party receives such knowing of the breach. Schering Chemicals Ltd v. Falkman [1982] 1 QB 1 provides on its own strong support for such proposition. The Defendants contended that on the facts of the case (the Claimant company produced a drug used as a pregnancy test. It was suspected of causing abnormalities in new born children. There was considerable adverse publicity. The First Defendant firm was engaged to train staff on PR issues. It was provided with confidential information. Members of the firm agreed with a TV company comedy, D3, to produce a film concerning the drug. It contained information supplied to D1. An application was made for injunctions to restrain publication) the injunction should be refused because the information was in the public domain. It was argued that whatever the fiduciary duty not to disclose that fell away once matters emerged into public view. Shaw LJ said, page 28:

“It is an argument which at best is cynical; some might regard it as specious. Even in the commercial field, ethics and good faith are not to be rejected as merely opportunist or expedient.”

This may be seen as a return to “traditional” fiduciary values. It is in real doubt how far such would now prevail as a majority view.
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